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I ntroduction

More than ten months after my preparing the initial United Nations briefing
document on the global aspects of the Y ear 2000 crisis and fifteen months after my
appearance at the Senate Field Hearing in New Y ork City, it is still virtually impossible to
create an accurate worldwide picture of the Y ear 2000 readiness of nations, businesses, and
society. Thisisquite an incredible statement to make and not very good “news”
considering that Y ear 2000 readiness rating “sources’ abound.... ranging from analyst
prognostications to industry group reports to information posted on national web pages.

In my opinion, the truly bad news relating to the Y ear 2000 global picture actually
transcends the technical aspects of the Y ear 2000 problem:

» Thereare approximately 190 nationsin the world and there are tremendous vagariesin Year 2000
information availability, content, and accuracy relating to the status of these nations.

e Thereisageneral lack of understanding of how technology interacts with and impacts most of the
world’s populace.

» Theworld has never faced a technological problemthat is global in nature, has the potential to impact
every population center within a 24 hour period (perhapsin some way for days, weeks, months, and
years thereafter) and can do so with unprecedented simultaneity and multiplicity.

» Thereareno global response or emergency service modelsin existence to deal with simultaneous events
of large geographic dispersion.

» Thedispersion and propagation mechanisms for Year 2000-like disruptions are unknown — while we
have spent thousands of years mapping the physical geography of the Earth and spent hundred of years
mapping and now modeling its weather/atmospheric systems, the “ cyberlayer” isuncharted. In this, the
Network Age, a nation’s borders are no longer physical and its dominant interactions are not controlled
or bounded by geography.... we do not know what the new cybergeography looks like.

* Noonereally knows if a collection of small technological disruptions occurring over a short time frame
will have more or lessimpact that a single major disruption..... how many “ bumpsin the road” make
the road unusable, unsafe, or result in loss of control and loss of life.

Additionally, it isfairly easy to develop a complacent attitude toward the Y ear 2000
problem in the US and devel oped nations because of their large pools of technological
resources and funding to apply to the problem. However, it is extremely difficult to assess
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the impact potential of Y ear 2000 on any single nation or region when the role of
technology in its basic functioning is either misunderstood or not understood at all.

Y ear 2000 risks in the world’ s less devel oped (and even devel oped nations) are not
primarily in the information systems which provide support to the revenue generating and
profit producing systems of their key enterprises. The real risks are embedded in the basic
lifeline systems of their infrastructure and are also embedded in the systems that run
processing plants and transport system. Failuresin any of these areas can result in loss of
life, degradation of quality of life, and even perhaps environmental hazards or disasters.
The sources of these risks are both invisible —we don’t even know that they are there — and
“not visible” —we know that they are there but cannot find or see them. While the general
“feeling” isthat risks posed by malfunctioning embedded systems or chipsisrelatively
low, the fact that the probability islow does not imply that these are not risks.

From a US-centric standpoint it is hard to imagine that such risks exist at all with
any degree of probabilistic significance. Inthe USweliveinaY ear 2000 information
environment with abundant sector reports, hearings, and community activity. However, as
| write this statement, the YES Corps team that | am part of is assisting more than 40
nations with serious concerns about their power generation and distribution systems,
international telecommunications gateways, healthcare delivery mechanisms, and transport
systems. Most recently concerns have arisen in the areas of process plantg/refineries, water
supply, defense, and even educational record systems. Y et another concern of many
nations that the Y ES Corp assists, has to do with accuracy of the world’ s perception of
their Year 2000 status. Thereisreal fear of capital flight, loss of the revenue of tourism,
and other similar impacts based on improper or misleading information.

A Global View and Commentary

With all thissaid, based on my continual global research and tracking of Year 2000
issues, my role as Chair of the 'Y2KCC Y 2K Expert Service Corps[YESCorps|, my direct
involvement with Y 2K coordinators around the world, and work with major multi-national
corporations | would describe the current state of the world as follows:

1) Year 2000 “conventional wisdom” saysthat all isfine globally with the aview of Year
2000 readiness summarized as:

By geography
» Developed countries have made the most progress. U.S,, U.K., Canada, and
Australia

* Major progressis being made by infrastructure providers worldwide
e Progressis not uniform— devel oping nations may be at risk
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By sector
» Financial servicesisfarthest ahead both in the USand around the world
» Energy, telecommunications, transportation, etc. are falling into place
» Unregulated industries, government, and smaller firms are often behind

2) Most commentators, analysts, and gurus consider some level of disruption to be likely,
though the nature of the disruptions themselvesisrarely pinpointed. The Year 2000 as“a
bump in the road” mantrais regularly repeated very little attention is being paid to low
probability high impact disruptions.

Of additional concern isthe fact that this category of disruptionsis being pushed
aside and ignored by many who equate level of spending to solve Y ear 2000 problems with
the adequacy and effectiveness of the solution. The * conventional wisdom” applied to this
areais that we have spent so much money that the problem hasto be solved. If only this
rule could be applied to matters of health, education, and poverty.

3) The view of Year 2000 progress that dominatesisa“high risk” view and is the greatest
source of Year 2000 risk initself. Asl stated in my first Senate testimony, the Y ear 2000
issueistypified by “known knowns’ — the things we know we know about — the “known
unknowns’ — the thing we know we need to find out about — and the “unknown unknowns”
— those things that we don’t even know we don’t know.

Worldwide progress in devel oped nations and most devel oping nations has focused
on resolving the first two categories — known knowns and known unknowns — and reducing
their potential individual impacts to amost nil. The full impact of Y ear 2000 has always
been and is now wrapped up in the domain of unknown unknowns. These unknown
unknowns exist primarily in the interfaces between organizations and nations, they exist
within the enactment of contingency plans and continuity plans that remain untested, they
exist in the activation of contingency and event management practices that are based on
conflicting assumptions, and they exist in the very nature of the Y ear 2000 event and its
extensive time impact window.

4) “Second order” risks are now apparent. In dealing with the known knowns and known
unknowns, industry and sector groups have continued to pursue assessing the state of
regions, nations, provinces/states, and municipalities along sector lines. Organizations
such asthe Global 2000, ITU, IATA, and others have pioneered these efforts. However,
the totality of areas of concern now appears to be too large to assemble a single picture at
any level encompassing electricity, gas, water, telecommunications, oil/fuels supply, coal
supply, nuclear, natural resource production and refining, financial processes,
transportation, air traffic control/aviation, road traffic control, rail, ports and shipping,
food, hospitals and healthcare, fire and rescue services, police, military/defense,
media/broadcasting, public assistance, immigration/customs/border control, and more.
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More recently, amajor shift in the global position and posture with regard to Y ear
2000 hasto do with the realization of the level of interaction between and within nations
and sectors. This coupled with an expansion of Y ear 2000 focus to continuity planning has
resulted in the emergence of a set of second order risk areas resulting from:

e Conflictsin planning assumptions

Conflicts in emergency event management actions
Conflictsin contingency communication mechanisms
Conflicts in communication advisories
Conflictsin public preparedness communiqués
Conflictsin information
Conflicts of authentication

5) There is an understanding that of the unknown unknowns, public behaviors are perhaps
among the highest risk category. While Y ear 2000 disruptions manifest themselves
through increased risk to business and social/governmental systemsin general, the sources
of risk are both technical and behavioral. Itisthe latter category of risk-- behaviora -- that
isrising in concern worldwide and is beginning to be addressed through media and
communication planning. However, the schizophrenic nature of media and government
communications --- everything is fine but we have printed extra money and have food on
hand — can itself induce problematic behaviors through the setting of unrealistic
expectations.

It appears that the critical area of competency for Y ear 2000 successis likely to be
in the area of continuity planning which involves insulating the populace from disruptions
in services, processes, and product while communicating realistic expectations. As such,
many nations are now posting public information as to their state of readiness and public
precautions. In short, the solution/resolution of the Y ear 2000 problem has shifted from
purely technological actions to those involving processes and behaviors.

6) From a global readiness perspective, more recently, the International Y ear 2000
Cooperation Center (August 25, 1999) has provided the following international picture:

General
»  Seventy-two of 195 (37%) countries have reported their information
publicly.

» The Health sector reported the latest completion dates, followed by the
Government Services sector. The Finance sector reported the earliest
completion dates.

» Eastern Europe/Central Asia and South America, with 40% and 70% of
countries reporting respectively, reported the latest average completion
dates.

» Sub Saharan Africareported the |east dependence on technology in its

October 13, 1999
Testimony of Dr. Howard A. Rubin

Y ear 2000: A Global View
Page 4 of 11



critical sectors, followed by Eastern Europe/Central Asia, Central

AmericalCaribbean, and the Middle East/North Africa. North America and

Western Europe reported the highest dependency on technology.

Contingency Planning

Health

» Eleven countries (51%) have completed their plans, with nine having
plans adopted and approved, and two having tested them. Thirty-seven
countries (15%) having contingency planning underway. Fifteen
countries have a planning team, and nine have not specified.

Government Services

» Twelve countries (17%) have completed their plans, with ten having
plans adopted and approved and two having tested them Forty-five
countries (63%) have contingency planning underway. Six have a
planning team, and nine have not specified.

Energy

* Twenty-eight countries (39%) have completed their plans, with 17
having plans adopted and approved, and 11 having aready tested their
plan. Thirty-nine countries (54%) have contingency planning underway.

» Four countries have not specified, and one country has a planning team
in place.

7) With multiple sources of readiness data available, the only way to form a composite
pictureisto look at Year 2000 readiness in the dimensions of “readiness’ itself and the
degree of consensus by looking across multiple rating bodies. Ray Strecker of American
Management Systems has created such arating analysis map as shown on the page that
follows. Multiple rating sources were reviewed for a selection of countries for which data
was available.
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Country Abbreviations

AFR South Afrca Scatter Chart of Overall Country Readiness

ARB-Saudi Arabia

ARG-Argentina

AUS-Australia . . .

AUT-Austria (Telecom, Energy, Transportation, Financial Infrastructure)

BAH-Bahamas

BAR-Bahrain

BEL-Belgium

BRA-Brazil

CAN-C’:;;da * SN UK Level' of
CH ISL-Channel Islands CAN IRE ¢ & HOK Readiness
CHL-Chile L _ _ _ - _ _ _ _ _ _ _ - - - - - - - - - oy e DD

CHN-China **

COL-Colombia
CZH-Czech Republic QAusiDEiN -

,,,,,,,,,,,,,,,, |« on -
DEN-Denmark o 25X
ECU-Ecuador Ready @ BEL CHISL CHL JAP SWI Ready High
EGY-Egypt Low Consensus 4 NOR High Consensus .
FRA-France @~ [~ -~ - - - - -emmeles - - - - - - - - F - - - - - - - - - - Readiness
GER-Germany ® KOR
GRE-Greece
HOK-HongKong [ = T = = = = = = - - - ; ””””” F - - ¢
m%“m;ga'y ® THA SER ® @ BRA
INO-Indonesia ~~~~ Prelsleisles s s s s B @ LuX PTR -
IRE-Ireland .
ITA-Italy Median
JAP-Japan E = = - - - - eCcOL - - - - - - -k - - - - - - oo oo oo
KOR-Korea . ® MAL
LEB-Lebanon & GREAUT VEN
LUX-Luxembourg L - - _ _ _ _ CZH PQL & P‘N ,,,,,,,,,,,,,,,,,,,,,,,,,,,,
MAL-Malaysia @ CHN *
MEX-Mexico *ITA
NET-Nethertands |
NE ANT-Netherlands Antilles
NIG-Nigeria @ BAH Not Ready
NOR-Norway # BAR High Consensus
PAK-Pakistan [ -~ °~ -~ = = = -~ @®ND_, __°__~ -~ -~ -~ -~ -~ - - -~ fF °- ° ° ° °
PAN-Panama # PER ROM
PER-Peru
PHL-Philippines T vwyssss = - - " °"rFr " " s @ NEANT - -
POL-Poland Not Ready
TR Pt Ao o' ConsensLis L
ROM-Romania ° ¢ INO TUR LEB NIG RUS

PAK

RUS-Russia < mev R VIR UZB VTN
SIN-Singapore B oo oL . oo oh L L L L L L o= = =
SPA-Spain
SWE-Sweden

””” Low
Readiness

SWiI-Switzerland
;ﬁ:ﬁgﬁgnd Low Agreement Median High Agreement
TUR-Turkey

UK-United Kingdom

USA-United States Level of Agreement

VIR-US Virgin Islands

UZB-Uzbekistan

VEN-Venezuela

VTN-Vietnam

ZEA-New Zealand

A Year 2000 Agendafor the United States

In my opinion, much work lies ahead in addressing the Y ear 2000 problem from a
true global vantage point. While technical progressin remediation of systems must
continue at the most rapid pace possible, basic key focus areas over the next months must
include:

Devel oping multi-sector/multi-nation continuity and community plans
| dentifying and management of dependencies along with underlying planning
assumptions
Assessing and reacting to events and risks on an ongoing basis
Mobilization and involvement of NGO's and emergency services organizations
Communicating and maintaining/managing public awareness
Understanding risks posed to security and the potential for cyberterrorism

Beyond these basic focus areas attention must be paid to the post-rollover period.
Whether it isjust the high probability small disruptions or some of the low probability
high-impact events that occur, immediate attention must be given to the creation of what
have been called “reconstitution teams’. These are groups of experts that can assist nations
with arapid return to normalcy if afailure of any type occurs. In addition, | can also see an
immediate need for what might be deemed as “ preconstitution teams” --- teams of experts
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than can be deployed now for tactical infrastructure assistance to nations that believe they
arein need of such assistance.

| do not see these actions as the sole burden of the US. | do believethat it isthe
role of the US government to develop ways it can assist in this new form or foreign aid or
what perhapsis the genesis of anew form of global aid. The US government must also
take on the responsibility of ensuring that the people of our nation have the best possible
information available to them about the true state of the nation and the world. Itis
imperative that all Federal, State, and Local government agencies provide timely and
accurate information to their constituents and continue to update such information.
Furthermore it isimperative that the US cooperate in the mapping of critical dependencies
between nations. Finally it isimperative that realistic expectations be set asto a range of
possibilities and that the US government not fall into the trap of the complacency of
arrogance.

No city or nation can ignore any of the risks imposed by the Y ear 2000 problem.
The US shares the potential of risk and isalso in acritical position because of the
dependencies that result from its pivotal position in the regional, national, and global
marketplace/"socialplace”. The US must carefully evaluate its own risks, the risks it
imposes on others, and understand who or what generates risks to the nation itself.
Nothing can be assumed, nothing should be kept from the public, and no external
dependency can be uncharted and have no "owner".

From itsinternal governmental systems that provide support to social, health,
education, safety, transport, and financial programs for those that can least afford a'Y ear
2000 impact, to its systems that support those that support the regional, national, and global
economy, the US government has no choice but to be prepared and have a prepared
populace and public officials. In addition, the US government must be prepared to supply
and maintain information for its partners and peopl e throughout the transition and be
prepared to do so for many months and perhaps years to come.

The impact of the Y ear 2000 problem whether it results in technical failures of any
serious magnitude or not will be determined by public behaviors. Communication, broad
based coverage and analysis of all potential risk areas, and plans to provide pre-event
readiness, date rollover management (the "Zero-Day™), and post-event event management
arethe critical areas.

| urge you to stay in touch with what is going onin all critical agencies, sectors,
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regional organizations, national organizations, and international groups. | further urge you
to insist that the nation be provided with a continuous stream of honest information as to
status, impacts, plans, and possible scenarios that they need to be prepared for. | finally
urge you to support the global community by enacting and funding mechanism by which
lessons learned can be disseminating around the world rapidly to assist any nation in need.

Concluding Comments

The media and even analysts have pointed out similarities between the Y ear 2000
problem and recent events such as Hurricane Floyd. However, don’t get fooled into
thinking that these events arereally similar... they are not. Quite simply, when facing a
hurricane we can board up and protect our homes with plywood. We are now faced with
the potential, however low, for a global hurricane/cyberstorm for which we have been
given avery long range forecast. But the problem is, that because of the very nature of this
potential event, we do not know what the “plywood” is.

| am truly hoping that the Y ear 2000 crisiswill be a"non-event".... Not because it
isnot real or was never real as some say, but because preparedness and communication
have placed usin a position of readiness such that all risks imposed have been abated or
mitigated as they arise.
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“100 Days Away” Year 2000 survey results

Dr. Howard A. Rubin
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(914) 764-4931
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howard_rubin@compuserve.com

September 13, 1999

The 100 Days Away/3Q1999 Rubin Systems/Cap Gemini America sponsored Y ear 2000 survey results have
been compiled. The demographics of the survey cover a profile of responses of 156 Fortune 500
organizationson Y ear 2000 issues and post Year 2000 directions. At ahigh level, the key results of this
survey indicate:

Year 2000 projectsare proceeding well with a big push in the area of continuity
planning. Although many companieswill not have 100% their systems converted
they do not seemto believe that this poses a major businessrisk. Business
"complacency” seemsto be setting in. Meanwhile costs have increased due to
unexpected contingency planing, command center, and IV&V costs. An interesting
issue has to do with the fact that most companies have not decided how they will
redeploy their "heads down" Year 2000 staff. Managers and project |eaders seem
to be protected however.

Key Findings:

»  There has been some budget "creep" upward in total Y ear 2000 spending. The primary drivers
of this budget movement are:

Budget Area Pct Indicating as Cost Driver
Contingency Planning Costs 26

Need for IV&V 24
Command Centers 20
Program Management Costs 10
Hardware upgrades

Conversion Costs
Personnel Costs

»  48% of those surveyed now claimthat it is very likely that they will not do business with non-
Y 2K compliant suppliers/providers (up from 36% in July). However about one-third of the
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companies do not consider this to be amajor businessissue.
98% of those surveyed believe it is not likely that they will sell off or reorganize part of their
businesses because of Y 2K concerns.
80% expect to use Y 2K compliance as part of their marketing message.. thisis down from
88% in July.
Business partner and vendor compliance cooperation still remain as big issues with the level of
cooperation continuing to decrease.
87% of companies expect to provide Y 2K information to their customers.
Continuity planning is becoming more of ajoint business/IT effort (90% of those surveyed)..
the number of IT organizations doing it alone has dropped to 4%. 98% have determined that
their existing continuity plans support less than 25% of their Y 2K needs.
68% of contingency plans now involve a possible service shutdown or a degradation of service
in responseto a'Y 2K problem after the date rollover.
The need to increase staff to support continuity planning has been indicated by 85% of those
surveyed. The staff assigned to such work israting it as more "exciting” than previous'Y 2K
systems-related work.
Post Y 2K commitments to staff are an issue:
*  82% have plans to redeploy their program managers
*  66% have plansto redeploy their project leaders
* only 26% have plansto redeploy their conversion and assessment personnel
While 12% of those surveyed indicate plan slippage is increasing and 10% indicate a decrease,
78% claim that slippage has stabilized
56% of those surveyed now expect 100% of their systems to be compliant by year end (up
from 48% in July). 38% of those surveyed expect that 76% to 99% of their systems will be
compliant...that leaves 6% of those surveyed with less than 75% of their systems planned to
be compliant by year end. However, overall 82% of those surveyed do not expect the non-
compliant systems to pose a significant business risk.
82% of those surveyed have had a'Y 2K related failure. 56% of those failures were caused by
systems that have not been replaced yet; 44% were caused by systems that have been
remediated. The dominant failure typeisamiscalculation. 99% of those surveyed expect
such prablems to continue to increase to year end.
Key post-rollover Y 2K related priorities include event management, conversion of secondary
systems, catching up with backlogged work, and redeploying staff. 98% expect to build a new
strategic IT plan, 60% expect to reorganize I'T and 60% expect to start focusing more on e-
strategy.
It appearsthat Y 2K hasinhibited progressin key IT initiative areas:
*  82%indicateit hasinhibited ERP projects
* 78% indicate that have delayed outsourcing decisions
o 25% indicate that they have delayed CRM projects
o 22% indicate they have delayed SFA projects
e 18% and 15% respectively indicate that Y 2K has delayed e-business BtoB and BtoC

proj ects respectively
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Contact Information:

Dr.Howard A. Rubin

P.O. Box 387

450 Long Ridge Road

Pound Ridge, NY 10576 USA
914-764-4931

914-764-0536 (fax)

E-Mail: howard_rubin@compuserve.com

DR. HOWARD A. RUBIN isatenured Full Professor and Chair of the Department of
Computer Science at Hunter College of the City University of New Y ork, the CEO of
Rubin Systems Inc., a Faculty Affiliate of The META Group, Cap Gemini, and aformer
Nolan Norton Research Fellow. Dr. Rubin has also been invited as a guest lecturer at the
Harvard Business School. He is the Software Metrics Area Editor for IEEE Computer and
the Editor of Cutter Information’s I T Metrics Strategies. He has published two software
engineering books on metrics and quality, and has produced more than 50 papers which
have appeared in refereed academic journals, professional conference proceedings, and
trade publications. He has recently published both The Year 2000 Planning Guide and
Evaluating Year 2000 Project Success, both co-authored with Brian Robbins. In 1997,
Industry Week named Dr. Rubin as one of the top 50 “R&D Starsto Watch... an
individual whose achievements are shaping the future of our industrial culture and
America’ stechnology policy” asaresult of hisbringing the IT workforce shortage to
national attention in hisrole as Chair of the National Task Force on Software Quality and
Productivity. In 1999, Dr. Rubin organized a 'Y ear 2000 "Peace Corps' called the Y ear
2000 Expert Corps (Y ESCorps) under the auspices of the UN and the World Bank to
support the needs of Y ear 2000 national coordinators around the world.
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